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How can independent journalism survive when AI-pow-
ered tools are used to distort reality and target re-
porters? This question was discussed by international 
experts at the sef: session as part of the Deutsche 
Welle (DW) Global Media Forum 2026 at the World Con-
ference Center Bonn (WCCB).

In her welcoming remarks, sef: Executive Director 
Nora Witt noted a double milestone: the foundation’s 
10th session at the Forum coincided with the 40th 
anniversary of its establishment by former German 
Chancellor Willy Brandt. Reflecting Brandt’s legacy 
of bridging global divides, the panel brought together 
anthropological insights from Prof. Dr. Sahana Udu-
pa, Professor of Media Anthropology at LMU Munich, 
and practical media management strategy from Jasper 
Steinlein, Editorial AI Manager at DW.

Session chair Kristin Zeier, DW’s Head of Central Desk, 
emphasized that while artificial intelligence represents 
an immense change for media houses worldwide, 
the stakes are highest under authoritarian regimes. 
In these places, everyday journalistic tools are often 
repurposed for state control and surveillance. 

Sweep of Surveillance: Digital Tracking 
and Physical Checkpoints

Sahana Udupa illustrated the global decline of demo-
cracy and the ensuing threat to press freedom with 
recent data from the Varieties of Democracy Institu-
te: Only 7% of the world‘s population lives in liberal 
democracies, while 74% (or 6 billion people) now live 
in autocracies. Media censorship remains one of the 
most common autocratic tactics, which means that an 

increasing number of AI-powered digital surveillance 
is deployed by state actors. 

Udupa explained that military-grade spyware like Pe-
gasus has been systematically used to track journalists 
and political opponents. In countries like Zambia and 
Uganda, AI-driven surveillance platforms like Cloud-
Walk have significantly enhanced state tracking ca-
pabilities. In Nigeria, sophisticated facial recognition 
systems and social media monitoring tools have targe-
ted reporters covering public protests and corruption.
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However, state surveillance does not always happen 
behind screens; it is also physical. Udupa cited an-
thropologist Kim Schuman’s fieldwork in the Anglo-
phone regions of Cameroon. Amidst an escalating 
conflict, authorities at traffic checkpoints routinely 
stop passengers to demand not only national identity 
cards but also their smartphones. Officials manually 
scroll through messages to check for „incendiary“ con-
tent, even overruling WhatsApp’s end-to-end digital 
encryption.

The panel warned that this is not limited to develo-
ping or authoritarian contexts. In the United States 
and Europe, the state outsources surveillance to pri-
vate companies such as Palantir and Clearview. Their 
tracking systems, supposedly built for border en-
forcement, are currently tested on marginalized im-
migrants. This sets a precedent that could easily be 
extended and turned against domestic dissent and in-
vestigative journalists.

Generative AI and the Fight for  
Information Authority

Beyond surveillance, the rise of generative AI and 
Large Language Models (LLMs) has caused insecu-
rities among journalists. Jasper Steinlein noted that 
while they are very aware of the potential dangers of 
AI, they should not panic: „Generative AI and LLMs 
are not designed to give new, reliable information... 
Only journalists can do that, and it remains their job.“

Journalists can certainly use AI to enhance their 
workflows, automate routine tasks, and process vast 
amounts of data, Steinlein said. However, they must 
set strict guardrails to prevent over-reliance. He ex-
plained that DW as a publicly funded media house is 
deliberately taking a measured approach to evaluate 
these systemic risks.

Meanwhile, some nation-states attempt to assert to-
tal control over generative AI. Udupa highlighted the 

concept of „value alignment”, where governments 
program models to reflect state-approved political 
and ideological values. For example, the Chinese AI 
model DeepSeek automatically filters out any infor-
mation about the 1989 Tiananmen Square massacre.

Simultaneously, autocratic states are sponsoring so-
phisticated online propaganda. AI-generated TikTok 
videos from state-aligned Russian and Azerbaijani 
accounts specifically target Western European insti-
tutions. Many of these digital campaigns strategically 
enlist local journalists and influencers to embed disin-
formation within communities, making it much har-
der to detect and debunk.

„Fleeing Forward“: Defensive Tactics 
and Tech Savviness

„It’s one of the first things you learn as a journalist: 
You will be discredited online. The convenient times 
are over, and the sooner we realize that, the better... 
We must flee forward.“

Steinlein noted that public hostility is now an occupa-
tional hazard, inherent to the journalistic experience. 
This reality is particularly harsh for female reporters 
and journalists of colour, who face the worst of co-
ordinated online harassment. Steinlein pointed out 
that “independent journalists and autocrats can never 
work together”, because authoritarian leaders natur-
ally seek to erode press credibility. Udupa agreed and 
noted that regardless of how well-researched or ethi-
cally sound a story is, reporters must expect organized 
blowback.

What can be done by journalists to counter these thre-
ats? Udupa highlighted „digital subterfuge“, a set of 
concealing methods including Virtual Private Net-
works (VPNs) and encrypted communication chan-
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nels. AI can also play a role: In extreme environments, 
reporters are using digital tools to mask their voices, 
alter appearances, or anonymize video broadcasts. 
While traditionalists might argue this compromises 
transparency, both panellists agreed it is often the 
only way to protect sources and keep local reporting 
alive.

The goal is for journalists to „flee forward“ by beco-
ming tech-savvy. Reporters must understand the am-
biguities of every digital tool and be transparent about 
their AI usage. In this way, they can gain the trust of 
the audience, while also empowering them to take in-
formed decisions about their media consumption and 
AI use.

Steinlein concluded that there remains an infinite glo-
bal thirst for accurate, verified information, making 
high-quality journalism as important as ever. The 
key to winning the battle against autocracy is agility. 
Journalists are challenged to develop rapid-response 
capabilities to call out AI fakes before they spread. It 
is a cat-and-mouse game, but as Steinlein dryly noted: 
„We don‘t have to be a mouse. We can also be a cat.“ 

Reclaiming Trust: Social Solutions for 
Technical Threats

In conclusion, the panellists agreed that the ultima-
te defences against digital manipulation are trust and 
credibility. Udupa summarized that this is “a social 
feature and not a technological element.“ To build 
this, journalists must partner directly with local influ-
encers, content creators, and community leaders who 
already hold the trust of their respective audiences.

Steinlein emphasized that media and AI literacy of the 
public are also crucial defence mechanisms. Individu-
als hold a defensive responsibility in a digital world: 
Stopping disinformation requires everyday citizens to 
pause before forwarding an unverified link or meme, 
„even if it is coming from a beloved aunt.“

Organizations such as DW Akademie are playing their 
part by „educating the educators“—training teachers 
and instructors to increase media literacy in the next 
generation. Trust cannot be fostered through a new 
software or algorithm. It must be built through pro-
fessional competence, sustained community engage-
ment, and a public equipped to navigate the digital 
age independently. The session participants can now 
contribute to this by carrying these insights back into 
our own workplaces and newsrooms.
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